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Abstract

Non-Profit and Non-Government Organizations (NGOs) rely greatly on the use of information
technology for both their operations and innovative strategic program initiatives. In a sense,
they are no different than any small, medium or large-scale enterprise with regard to
computing. Keeping information confidential and free from integrity and privacy challenges as
well as ensuring their systems are available are as important to a Non-Profit and NGO as they
are to any other entity and because of this they need to ensure they are protecting themselves,
staff and systems against cybersecurity vulnerabilities. This paper will discuss results from a
survey conducted with international NGOs and Non-Profit organizations, including what type of
cybersecurity programs, staffing, controls, and assessments are being employed, planned or
considered. In addition, several modest suggestions to consider are provided to help the Non-
Profit and NGO sector better prepare themselves to protect their organizations against
cybersecurity threats within the broad computing paradigm found.

Introduction

The for-profit, healthcare and government sector have available to them industry specific
guidelines to follow specific to information security. Many of these guidelines are provided by
larger governing bodies, such as the National Institute of Standards and Technology, which has
issued the 800-53, NIST Cybersecurity Framework and other 800-series special publications, the
International Standards Organization (ISO) through its 27001:2013 as well as other institutes
which provide subject matter expertise. In certain industries, such as banking and healthcare,
many of the guidelines are requirements that must be fulfilled. For example, US government
organizations need to comply with the Federal Information Systems Management Act (FISMA),
which includes protection of government-owned information technology and systems.
Executive Order 13587, issued by the United States President in 2011 mandated that every U.S.
government agency that has classified information — in effect, all of them — must have an
insider threat program in place [1]. This mandate was followed by the Cybersecurity Strategy
and Implementation Plan in late 2015. The guidelines that do apply or could be implemented
(such as NIST 800-53) are all often quite long and comprehensive, and complicated for small
and medium-sized business (SMB), Non-Profits, and NGOs to implement. Non-Profits, NGOs
and others would greatly benefit from simplifications or short implementation summaries of
NIST and other frameworks. Larger organizations, outside the Non-Profit sector, often have
more resources, which may include specialized departments that focus on cybersecurity.
Organizations with Non-Profit budgets may not have the funding available to create
information technology and/or controls assessment units to work towards better protection,
and in many cases may not have staff in their IT unit who can provide some cybersecurity
specialty functions. A primary goal for a Non-Profit is to exist to serve specific goals, work
towards a mission, and focus efforts on obtaining funding and reducing costs. Ownership,
management, and staff all work towards these goals, as their entire incentive structure is built
on them. Unfortunately, good cybersecurity generally does not accomplish or align with these



goals [10]. Without a true cyber security strategy, it may only be a matter of time before an
organization becomes victim to security vulnerabilities. Non-Profit employees often think
cybersecurity is not very important, as the employees do not view their organizations as
valuable targets for cyber-crime [2]. There is no guarantee that a cyber security strategy
including routine security assessments will thwart dangerous threats, but with a strategy, there
is a greater chance that planning, reviewing, testing and evaluating weaknesses can limit
exposure and thus security incidents should they occur.

Methods

A ten-question survey was created and circulated to several listserves that focus on technology
leadership in Non-Profit organizations, as well as an information technology group focused on
international Non-Government Organizations (NGOs). The number of questions in the survey
was kept short in order to get as many completed organizational surveys as possible, and
recipients were also told ahead of time it would be brief so that it would not disturb their
workday. The survey was created using a popular web-based tool and made available for
completion on any computing device that supports web browser functionality with Transport
Layer Security (TLS) security. The recipient groups were asked to voluntarily complete the
survey and also that the survey results would be shared with them. The survey allowed for
participants to complete one questionnaire per device, and participants were asked not to
complete the survey more than once per organization. Participants were not asked to provide
any identifying information so as to keep the responses anonymous. A timeframe of several
months was provided to allow participants to complete the survey at their convenience. Fifty-
three surveys were completed.

Results

Overall, 50% of the participants responded that they had experienced a ransomware event in
their organization. Ransomware is a form of computer malware that is covertly installed and
causes one's system to be encrypted or locked so that the files and contents are inaccessible
until payment is made.

When recipients were asked if their organization has a formal cyber security unit or staff
member(s) responsible and assigned to protecting the computing environment from
cyberattacks, 51% said they did have such a focus, and 49% did not. Given that these
organizations rely on purpose-specific donor funding that often does not extend to
infrastructure support, it is not too surprising to see that about half of them are not able to
hire or create a special department or unit to focus on cyber-related security tasks and issues.

For those organizations who answered no to having a formal cyber security unit or focus, and
whether there is a plan to incorporate one in the next 6-12 months, 11% of organizations said
they did have such a plan, but an overwhelming 86% said they do not have a plan in place.

For a question pertaining to whether cybersecurity frameworks are currently employed in the
NGO or Non-Profit organization, 51% said there is one and 47% said there is not.



In response to a question regarding what framework they are utilizing, 56% of the organizations
responded that they are using an internally developed framework, followed by 32% which are
using NIST guidelines, such as the 800-53a, followed by 24% of the organizations using another
solution and 20% using SANS Top 20 Critical Security Controls.

When asked if the controls established in the employed cybersecurity framework are routinely
tested, 52% said they are not.

Regarding staff training on cybersecurity issues, 53% of the organizations polled said they do
provide routine training, followed by 43% who did not and 4% who declined to answer. In the
same training vein, when asked if the organizations require cybersecurity training for staff, 56%
said they did, followed by 41% did not require cybersecurity training and 4% declined to answer
the question.

As Ransomware is a growing trend, 50% of the organizations responded that they had been hit
by ransomware followed by 50% who have not been hit, yet.

When organizations that had been infected or compromised by ransomware were asked what
they did to recover from the damaging attacks, 87% of the organizations responded that they
restored data from backups, followed by 13% who did something else to recover, and 0% said
they would pay the ransom. Although restoring from backups can be effective, there is always
a risk in that the backups may not be fully up to date, causing true data loss. In addition,
restoring from backup does present downtime while users cannot access information.

Discussion

The key take-away from the short cybersecurity survey demonstrates that there is ample
opportunity and a critical need for Non-Profit and non-governmental organizations to improve
their approach to securing their assets, information, staff and systems.

Of the nearly half of the respondents who said they did not have a staff person or department
fully assigned to tackling cybersecurity, only 11% responded that they have a plan in place to
create one in the next 6-12 months. This is a very low percent when in technology services
cybersecurity is currently viewed as a strategic priority. The reasons can be many, including
budget constraints, since there may be restrictions on using donor funds for overhead projects,
such as cybersecurity, instead of programmatic efforts which contribute to the core value they
provide to their donors and constituents.

The Non-Profit and non-governmental sectors do have the opportunity to put a focus on their
cybersecurity approaches perhaps without much of a budget and limited spending. Cyber-
hygiene controls, which include a set of practices and behaviors designed to minimize the
impact of possible breaches, such as segmentation of duties, segmentation of privileges, access
policies, and the like are free to adopt. The primary limitations to their implementation are
awareness, training, and discipline. There are a number of incremental efforts and techniques



that can be implemented despite constraints that may be helpful. Some of these to consider
are: 1) For those organizations who are hosting web applications or publicly available websites
in the cloud or on-premises, referring to the Open Web Application Security Project (OWASP).
The OWASP provides guidelines, articles, and methodologies freely for organizations to employ.
2) Ensuring that IT systems are updated routinely for operating system updates, and employing
adequate end-point protection software. 3) Create a cybersecurity awareness program that
allows staff to be continually educated on steps they can take to contribute to securing their
access to systems. 4) If the organization has an enterprise risk management program, it should
include cybersecurity concerns. 5) Develop a plan for what steps you should take if and when
the possibility of a serious security concerns arises. 6) When developing or using Android or iOS
device applications, only download from trusted sources that are verifiable and link to trusted
websites. 7) Make the best use of existing hardware, software and firewall capabilities, such as
enabling Geo-IP filtering. 8) Even if you cannot get certified, follow one of the recognized
security frameworks such as ISO 27001, COBIT, NIST Cybersecurity Framework or NIST 800-53a.
The NIST documents offer much backed cybersecurity research that is freely available. 9)
Consider if it is possible to add cybersecurity coverage to the organizations existing insurance

policy.

Given that the overwhelming method used by organizations to recover from ransomware was
from backup restore, it would be prudent to ensure that backups are routinely tested and
working properly. Keeping redundant backups would be advised. A single backup is useless if it
suddenly does not work or if it is also infected by ransomware. Converting single purpose
servers to virtual machines will also provide a mechanism for quicker recovery from
ransomware. Performing at least one disaster recovery drill per year within an IT department
would provide a documented track record that proves the system works and put into place a
routine for system administrators in case such an attack occurs. Setting up basic operating
system (OS) event monitoring will also put in place a way to quickly identify when a
ransomware attack is underway. Many Non-Profits and NGOs may not be aware of what
devices are on their network or what access to the devices is present. An increase in cyber-
hygiene and improvements to endpoint security can be accomplished by mapping the network
and controlling access based on need. Mapping and need-only access policies are free and can
be simple to implement. Testing the endpoint device security, as the last line of defense should
be done quarterly as a spot check to ensure devices are protected.

When infected with ransomware, the majority of organizations response was to restore from
data and file backup to recover from the resulting attack. Although the backup restores are
usually effective, it would have been good to know why organizations in this the sector will not
pay the ransom. In a recent ransomware attack on a local police department in Massachusetts
the police network started to become slow and inconsistent for a short period of time, and then
a message popped up onto computer screens in the department reading “Your personal files
are encrypted. File decryption costs $500” [3] [4]. The police chief of the department attempted
to decrypt the files without paying the ransom with assistance from federal and state agencies
as well as two private cyber security firms [3] [4]. The encryption from the ransomware proved
too challenging to be solved by these combined efforts, resulting in the police department



having to pay the ransom five days later. This can make you wonder if when you are in this
situation you should just pay the ransom. Paying the ransom is a less optimal idea and should
only be used as a very last resort. There is no guarantee that the threat actor will send the
decryption key. Further, the ransom hacker might remain on your network to spread
ransomware or to re-infect the system, or even exfiltrate data. Finally, by paying the ransom,
the victim is demonstrating that ransomware is a profitable cybercrime. That ransom paid to
free your system directly contributes to the threat actor's future attack campaigns, and it
signals to potential threat actors that the ransomware market is still viable for entry.

Limitations

The brief survey did not fully capture the reasons for why there appear to be areas for
improvement in cybersecurity defenses within this organization sector. Open responses were
captured in certain questions, and although some reasons were offered, the survey would have
been stronger had we asked for specific reasons for certain variable questions.

The response that 51% of the organizations can have a staff member or department assigned to
the role of technology security brings up the question of the size and budget of the
organizations able to do so, which was not posed in the survey.

Nearly 47% of the organizations responded they were not using a standard available framework
for their security controls. An obvious next question would be to probe and ask why not and if
there is a general awareness of standard frameworks. In many larger organizations and
industries, awareness is governed by oversight agencies and risk management departments
where the use of a framework may be mandatory, and this would tend to increase knowledge
and awareness of the frameworks. 56% of those organizations which are employing a
framework responded that the framework is an internally developed model, which reinforces
the question about the awareness of frameworks.

Organizations which reported that they were infected by ransomware in the past year were not
guestioned as to how the ransomware entered their environments. The Verizon 2016 Data
Breach Report stated that 30% of targeted Phishing emails were opened, and that 12% of users
went on to click the malicious link or attachment [6]. Although it may be difficult to obtain,
knowledge of the source of ransomware would be valuable in future like surveys.

Conclusion

In many cybersecurity seminars and conferences, the topic of products, be they hardware or
software, are often promoted as a method to protect organizations from threats. It’s true that
technology can provide layers of protection to minimize cyber issues. Non-profits and Non-
Government Organizations do employ the basic tools to help protect their technology and staff
environments, including both perimeter protection and endpoint security. The more advanced
tools which permit for logging of events to be centralized and analyzed, even with artificial
intelligence, are not possible in many of the organizations discussed in this paper. There are
however opportunities to further protect an organization’s environment, without large capital



purchases. Behavioral research and approaches provide an opportunity to help provide
protection for organizations, without large purchases; however, this would require staff level
focus. If humans using computer systems are given the tools and information they need,
taught meaningful and responsible use, and trusted to behave appropriately with respect to
cybersecurity, desired outcomes may be obtained without security procedures being perceived
as troublesome or onerous [5]. It's well known that despite technical cybersecurity efforts, the
employee remains the most vulnerable target for cyber-criminals [5]. Therefore, providing
more education to staff, may not require a large capital purchase but could yield substantial
benefits.

Framework awareness for Information Technology staff could be further enhanced to help
bring about cybersecurity activities at organizations. With little budgets for tools, being
knowledgeable of the landscape would bring an advantage. One possible consideration is for IT
groups to pursue standard body certifications such as the Systems Security Certified
Practitioner (SSCP) and Certified Information Systems Security Professional (CISSP) both offered
by ISC2. Such certifications bring a common body of knowledge for security and can be
approached without taking formal classes but by having substantial background knowledge,
experience, and books available on standard best practices. The certifications cover a broad
range of topics and domains and apply to most any organization. In addition to staff training
certifications, pursuing or learning more about the NIST and ISO 27001 series documents,
guidelines and frameworks will only enhance one’s confidence in their information security
management systems.

Although many questions were answered to help provide a sense of cybersecurity preparations,
planning, and management activity in the Non-Profit and NGO sector, as discussed in the
limitations, more demographic data about them would have provided further insight into the
responses and answer further the why. Future such research should include more
comprehensive survey questions. The cybersecurity ransomware issue remains a threat, as the
FBI reported that such attacks have cost organizations $209 million in the first three months of
2016, based on a tally of complaints received, this compared to $24 million for all of 2015 [7]
[8]. The goal of this research effort was to get a general sense and bring forward the fact that
further attention on cybersecurity needs to be brought to the Non-Profit and NGO sector.
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